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What's On 72-76 MHZ'?

By Ed Soomre

Located between tele-
vision broadcast channels 4
and 5 is a-unique portion of
spectrum: 72-76 MHz. Its
primary use is for point-to-
point communications. Sec-
ondary uses include indus-
trial low power two-way
communications, radiocall
boxes and other speciallzed
(:meunlcations.

Frequencies are assign-
ed every 20 kilohertz from
72.02-72.98 MHz, every 40
kilohertz from 75.42-75.58
MHz, and every 20 kilohertz
from 75.62-75.98. MHz.

The FCC has designated
this band for fixed opera-
tional stations in the aero-
nautical, public safety,
industrial, land transporta-—
tion, common carrier, and
maritime mobile bands. Its
use is subject to conditions
of non-interference with TV
broadcasting or other radio
services, reduced transmit-
ter output power, restricted
antenna radiation patterns,
and the use of proper
emission.

BACK TO BASICS
* Point-to-point communi-
cations betwéen bases (con—

‘controlled aircraft,

trol stations) and remote
transcelver sites usually
use two radio frequencies:
the uplink frequency (base
to.remote transceiver) and
downlink frequency (trans-
ceiver back to base). The
remote transceiver is con=

trolled at the base as if it

were located right there,
Users of this band
include Class .C Citizens
Band Radio Service for radio
audi-
tory training devices (used
in institutional educational

programs for handicapped

persons), control of indus-
trial heating equipment,
radio communications devel-
opmental and test equipment
and radio alarm systems
(radio call boxes and fire
alarm boxes).

Most 1likely the listen-
er will hear the two major
users: point-to-point commu~=
nications (usually the down-
link) and radio alarm
systems. Highly directicnal
antennas are used, but if
the listener is located in
the path between them,
reception may. be excellent.

Radio alarm
~reception is best

UNBREAKABLE CODES

by The Lazy: Dog

(Ed.Note: Lazy Dogis a
eode name for thie former
member of the intelligence
community. His eredentials
are unimpeachable and his

per’szmal insights reflected
in this article are well.

worth reading. This two-part
article will be coneludad
next month)

From time to time
MONITORING TIMES" editorials
and features touch on the
subjects of cryptology and
secure telecommunications,
These articles have heen
especially interesting to
short-wave listeners; radio
communicators, and to many
of MT's general readers who
ire concerned wlth achie\ung
nessage. pr1vacy. “The con=

tributors of these’ artlclea,

ite to be commeanded {n
axposing subseribers tg the
zeneral world of the classic
:ryptography of earlier
years =7 prior to-the Korea.n
dar. ;
Such crypl:u sjstems
were, for the most pare,

simple substitution codes

1sing paper and pencil
ranipulations. Some. used
random character generators
whose outputs -were joined
with straight texts through
the Vigenere tables to form
decryptable gibberish (See
MT, July 1984, p.13, "The
Hawker and the 05§™M.
Later, super secret
mechanical or electro-

mechanical erypto machines
were empl oyed. Notable among

these were the WWI German j
"Enigma Machine" and simllar
devices used by the U.§5..

military. Although the
algoritha complexity of

‘these boxes was of a high

order they are, by today’s

. standards of high-speed com-

puter cryptanalysis,
easy to crack..
 Crypto code clerks were
instructed to defend these
cipher methods, the code
keys, and the machines with
their lives —- never to let
them fall into enemy hands.
Shortly after the
Korean War, however, there
came a renaissance in
cryptngraphy the so-called
unbreakable" coding being
used-"by ‘government “and
industry today. Surrounda.ng

fairly

_this ‘scienceé and technology

ax:e “such ‘buzz phrases as

pseudo randomn a]:gorithms i

baséd- on the pruducts of
very large pl‘lm

M"trapdoor l-map& ck: public-

key cryphosystems A "secure
key dLStribution ‘systems,"”
"message authentication,".
and Mthe' data encryption
standard."

Yes, many of these
modern cryptographic systems

are truly unbreakable, And -
analysis by experts indicate

that they will remain
unbreakable even after
cryptoanalytic attack by the
successors to the very high
speed Cray computers .which

may be postulated into the’

system-
near.a .

highway (for radioc call
boxes) or in a large metro-
politan area (for fire alarm
boxes).
powered systems use omni-

directional antennas to.

transmit a series of tones
for short periods of time.
Many radio alarm system
boxes are powered by
batteries charged from solar

- energy.

Low=~power industrial
communications and paging
can often be received near
the factories or warehouses.
RECEIVING EQUIPMENT

Tne Regency MA5000 is
an excellent receiver for
this band, covering both AM
and FM modes. Converters
such as the Hamtronics CVR-
72 can be connected to a
conventional programmable

" scanner to receive this-band

in the 150-154 MHz range.
An  omnidirectional

~scanner antenna (such as the

Grove Omni TI) can be used

with very good results. For -

even better reception, a
directional antenna (such as
the Grove Scanner Beam II)
and a preamplifier (such as
the Grove Power Ant or-Sig-
nal Amp LI) is recommended

8ince the antenna cao be
aimed -at the  transmitter
location..

twenty-first century.
We make no apologies in

sintroducing these esoteric

subjects to MONLTORIRG
TIMES’:readary ‘many are
serious communicaturs who
have personal and private
requirements for absolute
message security, We kiow
that some among you already
have at your disposdl the
hardware to eucrypt and
decrypt telecommunications
using these modern tech-
niques. .

Our objective is to put
you on the right track in
obtaining the software
necessary for their applica-
tion. We hope to be able to
direct ¥you toward some
simple means of "getting on
the a1r," as well as encour-
age. you to pdrtlcipane in

~and contribute to ongoing -
‘cryptographic development.

Bu't first et us

‘examine 'some parada::es and -
__ubservations regarding the '

‘aad its assoc ated :nodem,

the.

compromised upon fatercep-
tion. Of course, there must
be similarly progtammod per-=
sonal computers (PC's) on
both ends of the circuit in
order to effect the encryp-
tion and decryption process.
But with the wide usage of
home computers these days,
soon virtually everyone will
possess these means.

This is not a subject

Most of these low-'

A ¢itizens band or lc
band ground plane can t
used by cutting down tf
radiator (vertical element
and radials to-approximatel
32",

HBO TO SCRAMBLE

Home Box Office (HBO)
a leading pay TV satellic
program source, has announ
ced that it has begun ship
ment of its high-securit
descrambling systems t

Jauthorized cable companie

nationwide.

The present descrambl
ing equipment is prohibi
tively expensive for indivi

(dual subscribers to own, bu

due to a new law, it wil
become available in th
future.

While the disappearanc

“of HBO from the quarry o

home TVRO enthusiasts wil
have an impact, there ar:
still approximately 80 chan
nels from which home satel
litz terminals may choos:
other sources of entertain-
ment. .

" The new scramblin;
system 1is considered th
most advanced type o
encryption outside of thi
Pentagon and is unbreakable
or so say the developers a!
M/A-COM, a prominent encryp-
tion device manufacturer.

ordinary cvitizen may
send messages in secure form -
-without . fear of their being

directed particularly t«
computer wienies or cryptis
gruoupies, but to communica-
tors. And that means almost
anyone, Aanyone who uses :
telephone, or common carrier
circuits, domestic anc
internatienal. Anyone whe
uses a short-wave radio
Anyone who uses the mail.
A LITTLE PHILOSOPOY

Who said we necessarily
have to transmit our
encrypted messages by wire?
We can encrypt onto the
printed page or onto floppy
disks or magnetic tape
cassettes or even onto EPROM
microchips and mail them tc
Aunt Agatha in Prairie Junc-
tion for her to decode using
the kitchen computer.

Incidentally, there are

" some ancient regultdations in

the United States and-else-
where intended to prohibic
the general public use of
encrypted messages on short—
wave circuits, amateur and
citzens band radio. Many
radio’ teletype (RTTY)
enthusiasts ignore these

‘regulations, however, and go

right ahead and use encryp-
tion on the airways. There
has not been a serious U.S.
test case 1n years wherein
the use of cryptographic
messages alone has caused
the communicator to be
"busted." .

There have heen a few
cases wherein heavy handed
U.S.° bureaucrats have



UNBREAKABLE CODES

attempted to harass or

intimidate users of encrypt-.

ed radio transmissions.
Those users who have stood
up on their hind feet, how-
ever, and have said, in
effect, "up your nose with a
rubber hose,” have found
that the bureaucrats curl up
and skulk away, never to be
heard from again.

The general consensus
among constitutional law-
yers, and even within the
U.5. Justic Department, is
that these prohibitive regu-
lations are outmoded, unen-
forceable, unconstitutional
and contrary to our general
concept of freedom of speech
and privacy; and hence
should be stricken from the
books.

There are no prohibi-
tions against transmitcting
‘messages in the Gaelic,
Fijian, Swahili, or Serbo-
Croatian languages, Cryptog-—
raphy is just another
language; albeit a language
wherein means are taken to
seal its contents. from
unwanted intrusion.

The right to encrypt is
a basic human tight. Just as
ig the right to life, liber-
ty and the pursuit of happi-
ness. The use of encryption
does not necessarily imply
subversion, moral turpitude,
of nefarious activity. Don’t
let anyone tell you other-
wise. In this .day and time
of rampant interception, one
almost has the obllgatlan to
encrypt.

We have heard it said
now and again that, "If I've
done nothing bad,
if my messages are inter-
cepted and read; I've got
nothing to hide.," This, of
course, is a silly, simplis-
tic argument by the Pollyan—
nas of the land. Everyone
has something to hide, else
-Wwe would not have window
shades.

Information is power;

and if we give it away to

thbse who might use it
against us, or who may wish
to intimidate us =-- even
information. whieh 1is
seemingly innocuous == we
- defraud ourselves. We hereby
encourage all readers to
encrypt whenever practic-
able. ‘ s : )
That is the key word of
this treatise: practicable.
Never before in the history
of man has the ordinary
citizen had at his disposal
a relatively inexpensive,
swift, and practicable means
" of sealing his written com=-
munications, telegraphic or
otherwise, from the unwanted
intrusion of high institu-
tions and governments.

Two technologies in.

conjuction have fallen
together in this new age,
providing the practical

who cares

application of truly private
communications. One is the
wide-spread possession of
home computers by ordinary
folk. The other is the

development of the ."unbreak-

able" cipher systems.

PARADOX NUMBER -ONE :
: How can I, with my
little Radio Shack Computer,
my Apple Ile, my Commdore
64, my IBM PC or whatever,
begin to pit my miniscule
encryption capability
against the multi-million
dollar, nano-second, number
crunching main frames of the
big boys and still maintain
securée communications?
"That's just it," said

a noted cryptanalyst of cur-—

rent industry, "the code

makers have far outrun the-

code breakers." You, with

your little peanut whistle,

When you need to hear the
_action from wherever you are,
Regency delivers. Our portable.
scanners keep you in touch
with the local news. Whether
it’s bank hold ups, three alarm
fires, weather, business, . .
" marine radio, or aircraft calls,
‘Regency portahles bring you .
the on the scene action. While
it's happening Erom where it's
happening . . . in your

neighborhood.

’ PROGRAMMABILITY WITH
ACHOICE

‘Regency offers you two new
exciting keyboard
programmable. hand held
scanners. First there's the
HX2000 20 channel, no crystal
scanner. [t offers UHF
and VHF ranges with the

- importarit addition of 800 MHz
and aircraft frequencies. And
with features like search and
scan, priority, liquid crystal
display, and selectable search

sure winner.

can blast. the Goliath
nasties right off the map.
Such is the nature of the
new cryptology.

The Philistines of big
government for several years
"tried to keep the mathe-
matics of modern encryption
out of the hands of the
public. Tough knobs! "The
Genie is out of the bottle,
‘and you.can’t stuff him
back,” remarked a Ph.D.-type
crypto specialist. It 1s

rather like trying to put a

Top Secret stamp on the
multiplication table!

.PARADOX NUMBER TWO:

The crypto systems of
yesteryear were highly sub-
ject to compromise and
cracking should an adversary
capture your coding method,
your crypto-machine, or your
‘algorithm. The new systems,

increments, the HX2000 is a

‘even gets
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infinitely more
secure, are not compromised
if the "other side" gets

hold of your machine, or
s hold of  your
encryption program! How do
you like them apples?

One could actually give
the plans of his crypto-
machine and the cipher pro-
grams to the Soviets, the
NSA, your mother-in-law, or
the little boy who lives
down the lane; and still,
your code can’t be broken --
even by the brainy guys who
devised your system. This is
provided, of course, that
you do not give away the-
decryption key which you may
devise and change now and
then -— grade "B" movies to
the contraryl

NEXT MONTH: How to get

started in cryptography -

Regency hand

six channels, individual
channel lock outs, LED

- - covered. Our two crystal

If you don’t need the extended

. coverage, there's the HX1000,
.. It let's you coyer your.choice of
...over 15,000 frequencies on 30

channels at the touch of your. .

. finger, No crystals are

necessary. Six band coverage,
search and scan, priority

- control, and a liquid crystal
_dlsplay with special

programming messages and

clock are all part of the :
package. And with the saaled

rubber keyboard and die-cast

. aluminum chassis, the HX1000

is the most. rugged and durable
hand held on the market.

CRYSTAL-CLEAR

If you don’t need all the
features of programmables, but
you want the convenience of
portability, we've got you

controlled hand held scanners,
the HX650 and HX750, offer

channel indicators, step
cont'ol, two antennas and an
/charger, Both cover
VHF high and low, UHF and
“T" public service bands, with
the HX750 offering the -
additional coverage of VHF

'aamra.ftband

DECIDE FOR YOURSELF
Your Regency Scanner dealer
would be happy to give you a
free demonstration of these
and other new Regency
Scanners. Stop in today. Or,
write Regency Electronics,
7707 Records St., Indpls., IN
46226.
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ELECTRONICS, INC.
7707 Records Street
Indianapolis, IN 46226



